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IN VS5 Office of Radiological Security

National Nuclear Security Administration

* Mission: ORS enhances global security by preventing high activity radioactive
materials from use in acts of terrorism.

PROTECT REMOVE REDUCE

PROTECT radioactive REMOVE and dispose of REDUCE the global reliance
sources used for vital disused radioactive on radioactive sources
medical, research, and sources through replacement with
commercial viable non-isotopic
purposes alternative technologies
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VNSE) Mobile Radioactive Source Risks and Threats

National Nuclear Security Administration

Portability increases Number of

the vulnerability of “incidents” involving

devices during trans mobile sources since
port and field use 2012 (RadTrax)

Worldwide 10,000
comercial mobile
sources in use

Mobile Radioactive Source Risk
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National Nuclear Security Administration

Enhanced Security
of Device
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Developing an Effective Solution

Cost Effective

Characteristics of an Effective Solution

Reliable & Robust

ACCEPTANCE TESTING

SYSTEM TESTING

INTEGRATION TESTING

UNIT TESTING

Alert/Alarm
Communication




N VYSE Reducing The Risk With Technology

National Nuclear Security Administration

\

Traditional Security Practices > Additional Mobile Source Monitoring
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m Improved Security

@& Enhanced Situational Awareness

@ Real-Time Event Monitoring

Mobile Source Transit Security (MSTS) Solutions
» Industrial Radiography MSTS Technologies | IR-MSTS
» Well Logging MSTS Technologies | WL-MSTS
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NSO Mobile Source Transit Security Solutions

National Nuclear Security Administration

Well Logging Industrial Radiography

Industry
Engagement/User
Needs

Industry
VeI VAV 'ncustry driven MSTS
Needs solution

Device specific MSTS
solution

MSTS WL Industry
Solution

Baker Hughes Schlumberger e S.erwce 2l S
Provider e

MSTS INC MSTS SPEC MSTS Bolt-On
Solution Solution Solution
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A Industrial Radiography

National Nuclear Security Administra;tion S o u rc e S e c u r i ty

Source Security
Improved Security
Enhanced Situational Awareness
Real-Time Event Monitoring

Industrial Radiography

Source Security

Secure the Camera(s)
Monitor the Camera(s)

Track the Camera

Camera | Persistent Monitoring Tag [E Storage | Integrated Site Security
[
Monitor the Source

Notifications and Alarms

Receive Wireless Comms
Alert Users

Truck | Secure Transport Box

% Track the Truck

Monitor the Camera

NT Op
SSENT 0P N
:. X D R
gl
%
&

Office of Radiological Security
Protect - Remove - Reduce



NASYO) IR-MSTS Alarm

National Nuclear Security Administration

2i Monitoring Alarms

Alarm condition

2@

The Alarms filter shows
that only 1 camera
triggered an alarm

IR-MSTS alarm condition
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.. Verizon ¥ 12:27PM % 0% .

< Back Details

This is a message from
the IR-MSTS.

PM-TAG-R2-094642
Rad Source Missing

12:26 PM, 2019-01-21

Please respond and
acknowledge.

Text and email sent to user
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National Nuclear Security Administration

Source Security

Improved Security
Enhanced Situational Awareness
Real-Time Event Monitoring

Shield | eTag(s)
Track the Shield

Monitor the Shield Proximity

Truck | MCU and rTag

s Track the Truck
Monitor the Shield Proximity
Monitor Source Levels

Well Logging

Source Security

| Vault | Homebase Security System
[I I Monitor the Shields(s)
[

Local Alarm Connections

Notifications and Alarms

Receive Wireless Comms
Alert Users

——__ | Overpack | Mcuy, rTag, and eTag(s)
ﬁ Track the Shield(s)

Monitor Source Levels
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N VYSE WL-MSTS Alarm

National Nuclear Security Administration

Well Logging

Low RAD o

e-Tag 25 Missing

Current Device Time:
2014-11-07 043738

MCU Status
i MCU: 00 0230 Status: OK
Dispetch. Aloms Journey o Jourmey Management  Messages Weather Feports Tooks About
a D 00 0230
Lo BEEaN ) gl 8 = o

° 035 A | ERaoe-| s [ Show Rate Pana Tamper
= m Battery
e GTX Status 2-7384637
Hatch Door Closed
Location In Transit (Moving)
rTag Present Yes

Paired Devices
Tag: 31

Tag: 25 - Missing

T Available Devices

Local alarm sent to device

WL-MSTS alarm condition
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%DQS 24hr alarm monitoring
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N VYSE Summary

National Nuclear Security Administration

* Mobile sources and their use create unique technological, operational, and
security challenges.

*  Mobile sources continue to be at risk of loss or theft.

 The MSTS solution improves security of mobile sources through enhanced
situational awareness.

* Industry adoption of MISTS will reduce likelihood of this material ending up in
the wrong hands and used for malicious intent.
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